NH®OPMALIMOHHAA NMAMATKA
AnA OBYYHAKOLWMXCA AnA PASMELLEHUA
HA O®ULUMNATIbHbIX MHTEPHET-PECYPCAX

C kaxablM rofoM MOJIOOEXU B MHTEPHETE CTaHOBUTLCS GOrbLUE, a LUKOSIbHUKM OOHU U3 CaMbIX
aKTMBHbIX Monb3oBatenen PyHeTta. Mexay TeMm, MNOMWMMO OFPOMHOrO KOfMYecTBa BO3MOXHOCTEN,
WHTEPHET HeCeT u Npobnembl. ITa NamMATKa AOMMKHA NOMOoYb Tebe 6e30nacHO HaxoaUTLCSA B CETW.

KomnbloTepHbie BUPYCbI

KoMnbloTEpHbIA BUMPYC - 9TO pPa3HOBUOHOCTb KOMMbIOTEPHbLIX MPOrPaMM, OTIIMYUTESIbHOW
0COBGEHHOCTLI0 KOTOPOW SIBNAETCSH CNOCOGHOCTL K pa3MHOXEHUIO. B JOMornHeHne Kk 3ToMy, BUPYCbl MOTYT
MOBPEAUTb WIN MOSHOCTBIO YHUYTOXUTL BCe (haisibl U AaHHble, MOAKOHTPONbHbIE MOMb30BaTEN, OT
MMeHM KoToporo Gbina 3anylieHa 3apakeHHasi mporpaMma, a Takke MOBPeauTb UM JaXe YHUYTOXUTb
onepaLVoHHYI0 CUCTEMY CO BCeMW pannamu B Lenom. B GonblUMHCTBE CrydaeB pacnpoCcTpaHsATCs
BMPYCbl Yepes NHTEpHEeT.

MeToqbl 3aWmnTbl OT BpeaOoHOCHbLIX nporpamMmm:

1. Ncnonb3yn coBpeMeHHble onepalmoHHbIe CUCTEMbI, UMEIOLLNE Cepbe3HbIN YPOBEHb 3aLUUTbI OT
BPEeAOHOCHbBIX Nporpamm;

2. TlocTtosiHHO YycTaHaBnMBanW nNavytTM (UMpPOBbIE 3annaTkM, KOTOpble aBTOMATUYECKU
yCTaHaBNMBalTCA C Lenbk gopaboTkM nporpaMmMbl) U Apyrue OOGHOBMEHUS CBOEW OMepaLuoHHON
cuctembl. CkaumBam Mx TONbko € odmumanbHoro camta paspabotumka OC. Ecnm cyuwlectByeT pexunm
aBTOMAaTU4YeCKOro 06HOBNEHWS, BKIHOYM €r0;

3. PaboTaii Ha cBoem KOMMbKOTEPE Nof NpaBamu Mosib3oBaTens, a He agMUHUCTpaTopa. ATO He
No3BONMUT OBOMbLUMHCTBY BPEOOHOCHLIX MPOrpaMM WHCTanNNMpoBaTbCAd Ha TBOEM MEepCOHanbHOM
KOMMblOTEPE;

4. Wcnonb3yn aHTUBMPYCHblE MNpPOrpamMMHble MPOAYKTbI WU3BECTHbIX MNPOUM3BOAUTENEN, C
aBToMaTU4eckuMm obHoBreHnem 6as;

5. OrpaHnyb hmsmyecknin 4OCTYN K KOMMbIOTEPY AJ1S1 MOCTOPOHHMX JNLL;

6. Vcnonb3yih BHelHME HOCUTENU WHGOPMaLUW, TakMe Kak drewka, AMCK unuv dann u3
WHTEpPHEeTa, TOMbKO U3 MPOBEPEHHbBIX NCTOYHWKOB;

7. He oTKpbiBan koMMblOTepHble hannbl, NofyYeHHble M3 HeHadeXHbIX MCTOYHMKOB. [axe Te
dannbl, KOTOpbIE NpUcnan TBON 3HAKOMbINW. Jlydlle YyTOYHN Y Hero, OTNpaBnan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He Bng nepenayun gaHHbIX, HE TEXHOMOrMS, a BCero nuuwb 6peHag, mapka. Ewe B 1991
rogy HugepnaHackas koMmnaHus 3apervctpuposana 6peHg "WECA", yto o603Ha4ano cnoBocoveTaHune
"Wireless Fidelity", koTopbin nepeBoguTcs Kak "6ecnpoBoaHas TOMHOCTb".

[o Hawero BpemeHu poluna gpyras abbpeBuatypa, KoTopasi SIBMSETCA TaKOW Xe TEXHOMOrnen.
910 abbpesuatypa "Wi-Fi". Takoe HasBaHue ObIIO A4aHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW
TexHukmn Hi-Fi, yTo B nepeBoae o3HavaeT "BbiCOKasi TOYHOCTDL".

[a, 6ecnnaTHbll WHTEpHET-AOCTYN B kKade, OTensx W adjpornopTax HABNAETCH OTMMYHOMN
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrme akcnepTbl cuntaroT, Yto obwenoctynHele Wi-Fi cetn He
ABnsA0TCA 6€30nacHbIMU.

CoBeTbl N0 6e3onacHocTK paboTbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepasan cBoo nu4Hyo nHdopmauuio Yyepes obwenoctynHele Wi-Fi cetn. PaboTtas B Hux,
XenartesnbHO He BBOOMTb Maponiv 4OCTyNa, FIOrMHbl U Kakue-To HOMepa;

2. WNcnonb3ym u OOHOBNSM aHTMBUPYCHblE MporpaMmbl U OpaHgmayep. Tem caMbiM  Thbl
obesonacuLlb cebs oT 3aKaykm BUpPYyCa Ha TBOE YCTPOMNCTBO;

3. Mpwu ncnonssosarHun Wi-Fi otknioum dyHkuuio "O6wmii aoctyn Kk bannam u npuHtepam”. daHHas
(YHKUMSA 3aKpbiTa MO YMOJYaHWIO, OOHAKO HEKOTOpble MONb30OBaTeNu akTMBUPYKT ee Ansd yaobctea



ncnonb3oBaHus B paboTe unu yyebe;

4. He wncnonb3y nyonuunbin WI-FI gna nepepaunm nuuHbIX OaHHbIX, HAanpumep A4S Bbixoda B
coumasnbHbIe CETU UMW B 3NTEKTPOHHYIO NMOYTY;

5. Vicnonb3yn Tonbko 3almweHHoe coeanHeHune Yepes HTTPS, a He HTTP, 1.e. npu Habope Beb-
agpeca BBoau uMeHHo "https://";

6. B mobunbHom TenedoHe oTknoum dyHkumo "TogkntoveHne k Wi-Fi aBTomaTtuyecku”. He
Jonyckan aBToMaTuyecKkoro nogknioveHus yctpornctaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTn

CoumanbHble CeTM aKTMBHO BXOOAT B Hawly >XW3Hb, MHOrme nwgn pa6OTaIOT n XnByt Tam
nocTosHHO, a B Facebook yXe 3aperncTtpmpoBaH munnuapa 4enoBek, YTO ABNAETCA odHON ceabmon
BCEX XuTenen nnaHeTbl. MHOrMe nonb3oBaTenn He NOHMMaIOT, YTO I/IH(*)OpMaLI,I/IH, pasmMelleHHaa nMn B
coumarnbHbIX CETSIX, MOXET OblTb HarMaeHa M UCMOSIb30BaHa KEM yrogHo, B TOM 4ucne He obsa3aTensHO C
onarumm HaMepeHnamMun.

OcHoBHbIe coBeTbl N0 6€30MacHOCTM B COLMarbHbIX CETAX:
1. OrpaHunyb cnmcok apysen. Y 1ebs B Apy3bsxX HE JOIMKHO ObITh ClyvanHbIX U HE3HAKOMbIX M0OEN;

2. 3awmiianm cBOK 4acTHYK XU3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, Aaty TBOero
POXOEHUSA N OPYrY0 JIMYHYIO MHApOPMaLNI0. 3M0YyMbILLFIEHHMKN MOTYT UCMNONb30BaTh Aaxe MHdopmaumio
0 TOM, KaK Tbl 1 TBOW pOAUTENWN NNAHNPYETE MPOBECTUN KAHUKYIbI;

3. 3awman cBot penyTaumio - 4EPXM €€ B YACTOTE M 3afaBan cebe Bonpoc: xoTen Obl Tbl, YTOObI
Opyrve nonb3oBaTeny BUAENW, YTO Thl 3arpyxaewb? lMogyman, npexge 4em 4To-TO onybnukoBaTb,
HanucaTb U 3arpyauThb;

4. Ecnn Tbl roBopullb C NoObMU, KOTOPbIX HE 3Haellb, HEe WUCMONb3yi CBOE pearnbHoe MMS U
APYTYI0 NIMYHYIO MHGOPMAaLMK: UMSI, MECTO XKUTENbCTBA, MECTO y4ebbl U NPOYeE;

5. WNsberan pasmelueHus cotorpacmi B MHTepHeTe, roe Tbl M300paxeH Ha MECTHOCTW, Mo
KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMNOMNOXEHNE;

6. Mpu peructpaumMm B couuanbHOW CeTM HEeoBXOAMMO WCMOMb30oBaTbh CrOXHbIE Maponu,
cocTosLLMe U3 BYKB 1 LMAP M C KONTMYECTBOM 3HAKOB He MeHee 8;

7. na couunanbHOW CeTU, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMOMb30BaTh pasHble Maposu.
Torpa ecnu Teb4 B3nomaroT, TO 3NOYMbILLUNEHHWUKM NOMyYaT AOCTYN TONbKO K OAHOMY MECTY, a He BO BCe
cpasy.

ONeKTPOHHbIEe AeHbLIN

3HeKTp0HHbIe OEHbIN - 3TO O4YEHb y,EI,O6HbII7I cnocob nnatexemn, ogHaKo CyleCTBYKOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NONy4YnTb 3TN OEHbIN.

OnEeKTPOHHbIE AeHbIM NOSIBUNUCH COBCEM HEABHO U MMEHHO U3-3a 3TOTO BO MHOMVX roCyAapcTBax
[0 CYX MOp He NPOMMCaHO NPO HMX B 3aKOHaX.

B Poccun xe OoHU (DyHKLUMOHUPYIOT U O HUX YXKe MPOMNUcaHo B 3aKoHe, rae WX pasaensioT Ha
HECKOMbKO BUOOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuLa B TOM, YTO aHOHUMHbLIE - 3TO Te, B KOTOPbIX
paspellaeTcs MpoBoAWUTL onepauun 6e3  uaeHTUdUKaUMK Nonb3oBaTens, a B HeaHOHWMHbIX
MaeHTUdMKaLMSA Nonb3oBaTens ABnseTcs 06s93aTenbHON.

Takke crnegyeT pasnuyaTb 3MeKTPOHHbIE huaTHble AeHbru (paBHbI FOCYAapPCTBEHHBIM BasoTam) 1
3NEeKTPOHHble HedMaTHble AeHbM (He paBHbl FOCY4apCTBEHHbLIM BanioTaMm).

OcHOBHble COBETbLI N0 6e3onacHo paboTe ¢ ANEKTPOHHbIMI AeHbraMu:

1. MpuBSHXKM K cHETY MOBUNBHBIN TeNedoH. ITO cambli yAOOHbI N BbICTPLIA CNOCO6 BOCCTAHOBUTL
poctyn Kk cuety. [MpuBaAsaHHbIN TenedoH noMoXeT, ecnu 3abydellb CBOW MNNaTeXxHbld Naponb unu
3angellb Ha CanT C HE3HAKOMOro YCTPOWCTBA;



2. Vcnonbayit ogHopa3soBble naponu. MNocne nepexofa Ha yCUIeHHyto aBTopusaumio Tebe yxe He
ByaeT yrpoxaTb ONacHOCTb Kpaku UK Nepexsara NnaTexHoro napons;

3. Bbibepn cnoxHbin naponb. [NpecTynHukam OydeT He NpOCTO yradaTbh CIIOXHbIA Naporb.
HapexHble naponu - 370 naponu, KoTopble coaepXaTt He MeHee 8 3HaKOB U BKNIOYaOT B cebsa CTpOUHbIe
W nponucHble OykBbl, UUGPPbI M HECKOMbKO CUMBOJSIOB, TakMe Kak 3Hak jJonnapa, qyHTa,
BOCKNMUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOM CBOU NMYHbIE JaHHbIE HA canTax, KOTOpPbIM HE AOoBeEpAeLlb.

OneKTPOHHas noyTa

OnekTpoHHas moyTa - 9TO TEXHOMOrMs W NpedocTaBnsdeMble €K YCryrM Mo Mepechbinike U
MOMYYEHNIO 3MEKTPOHHBIX COOOLLEHUN, KOTOpble pacnpedensioTcs B KOMMblOTepHon cetu. OBbIYHO
3MNEKTPOHHbIA MOYTOBLIA SALWMK BbIMMAAWMT CcnegylowmM obpasoM: ums_nonb3oBaTensa@ums_goMeHa.
Takke KpoMe nepegadm NPoCTOro TekcTa, UMeeTCa BO3MOXHOCTb nepegasaTthb oansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOM NOYTOMN:

1. Hapo BbiGpaTb npaBuMbHbLIN MNOYTOBLIN CepBUC. B wnHTepHeTe eCcTb OrpoMHbIV  BbIGOp
BecnnaTtHbIX MOYTOBbBIX CEPBMNCOB, OAHAKO fy4lle AOBEpPATb TEM, KOO 3HaeLUb W KTO NepBbii B PENTUHTE;

2. He ykasbiBam B JMYHOW MOYTE JUYHYK MHGopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbI_daHat@" unm "pok2013" BmecTo "Temalld";

3. Wcnonb3yn OByxaTanHyk aeTopu3aumio. JTO Korga MOMMMO Maporisi HYXXHO BBOAWTbL KOA,
npucbinaemboin no SMS;

4. Bbibepy cnoxHbii naponb. [Ons Kaxaoro no4vyToBOro SiLLMKA OOIMKEH ObiTb CBOWM HaOEeXHbIW,
YCTOWYMBLIN K B3MIOMY Naponb;

5. Ecnn eCcTb BO3MOXHOCTb HanucaTb CamoMy CBOW MUYHbIA BONPOC, UCNONb3YA 3TY BO3MOXHOCTb;
6. VMcnonb3yn HECKONbKO MOYTOBbIX AWMKOB. [lepBbii ANA YacTHOW Mepenucknm C agpecatamu,
KOTOPbIM Tbl OOBepSAEllb. OTO 3MEKTPOHHbLIN agpec He Hago Mcnonb3oBaTb NPU perucTpauun Ha

dopymax n cantax;

7. He oTkpbiBaw hainbl u gpyrue BNOXeHWst B NTUCbMax, Aaxe eCnv OHW MpULLNK OT TBOUX ApY3en.
Jlyywie yTOYHM y HUX, OTNPaBNSANM N oHM Tebe 3Tn annbl;

8. lNMocne okoH4YaHus paboTbl Ha MOYTOBOM CEPBMCE MNepepn 3akpbiTUEM BKMagKM C CalTOM He
3abyab HaxaTb Ha "Beintn".

Knbep6ynnuHr unu BUpTyansHoe usgeBatenbCTBO

KubepbynnuHr - npecnefoBaHue coobLLeHMAMM, coaepXalluMMm ockopbneHusi, arpeccuto,
3anyrmBaHue; XynuraHcTeo; coumnanbHoe BONKOTMPOBaHME C MOMOLLLIO Pa3nYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeThl Mo 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiicsa B 601. Jlydwnm cnocob: NnocoBeTOBaTLCSA kak cebs BECTU U, €CNIU HET TOro, K KOMY
MOXHO 00paTuTbCsi, TO BHadane ycrnokoutbcs. Ecny Tbl HayHelwb oOTBeYaTb OCKOPONEeHusMM Ha
OCKOpPOEHUs, TO TOMbKO eLle Bonblle pa3oXxKeLlb KOHMINKT;

2. YnpaBnsan ceoen knbeppenyrtauuen;

3. AHOHMMHOCTb B CETU MHUMag. CyLIJ.eCTByIOT Crnocobbl BbISAICHUTb, KTO CTOMT 3@ aHOHWMHbLIM
AKKayHTOM;

4. He ctouT BecTu XxynuraHckuin obpas BUpTyanbHOW XU3HW. WHTepHeT dukcupyetr BCce TBOM
OENCTBUSI U COXpaHSeT ux. YoanuTb nx 6ygeT kpanHe 3aTpYAHUTETbHO;

5. Cobntogan cBot BUPTYarbHYK YECTb CMOJIOAY;

6. WrHopupyn eguHunuHbIn HeraTmB. OpHOpas3oBble oOcKOopOUTErnbHblE COOOLLEHUA nyylle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcsi Ha HadYanbHOW CTaguu;



7. BaH arpeccopa. B nporpammax oGMeHa MrHOBEHHbIMU COOGLLEHUAMW, B COLMAMNbHBIX CETAX
€CTb BO3MOXHOCTb GIOKMPOBKM OTMNPaBKN COOBLLEHWI C OnpeaeNeHHbIX afpecos;

8. Ecrnin Tbl cBnpgetenb knbepbynnuHra. TBou OEWCTBUS: BbICTYNMUTb MPOTMB MNpecrnegoBartens,
nokasaTb €My, YTO €ero AeWCTBUS OLEHMBAIOTCA HeraTMBHO, noaaepXaTb XXepTBY, KOTOPOW HYXHa
ncmxonormyeckasi NOMOLLb, COOBLLMTL B3pOCHbiM O hakTe arpecCuBHOro NoBeeHUs B CETU.

Mo6unbHbIN TenedgoH

COBpeMeHHbIe CMapT(bOHbI N NnaHWweTbl coaepxaT B cebe BnosnHe BSpOCJ‘IbIIZ (*)yHKLI,I/IOHa.I'I, n
Tenepb OHNM MOryT KOHKYpMpoOBaTb CO CTauMOHaApPHbIMU KOMMNbOTEPaAMMW. OpaHako, cpeacTB 3aWunTbl Ana
nogo06HbIX yCTpOVICTB NoKa o4eHb mMmano. TeCTMDOBaHMe M NMOnUCK yHSBMMOCTeIZ B HMX NPOUCXOOUT HE TakK
MHTEHCUBHO, kak ang NK, To ke camoe kacaeTcs U MOBUIbHbBIX I'IpI/I.I'IO)KeHMIZ.

CoBpeMeHHble MoBuMNbHbIE Bpay3epbl yke NPakTUYEeCcKU OOrHanu HacTorNbHble aHanorv, oaHako
paclumpeHmne yHKLMOHana BreYeT 3a coboi 6osbLIY0 CIOXHOCTb U MEHbLLYHO 3aLLMLLEHHOCTb.

[aneko He Bce npon3BoanNTENN BbIMYCKaAOT 0BHOBNEHNS, 3aKpbiBawLWmne Kputnvyeckme ya3BmMmMmoCcTu
ana cBoux yCTp0I7ICTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUIBHOro TenedoHa:

Huuero He sBnsetca no-HacToslemy OecnnaTHbiM. Byaob OCTOpoXeH, Bedb korga Tebe
npeanaratoT 6ecnnaTHblil KOHTEHT, B HEM MOTYT OblTb CKPbITbI KaKuMe-TO MaTHble YCIyru;

Oyman, npexpe 4Yem oTnpaBuTb SMS, doTo unu Buaeo. Tbl TOYHO 3Haelwb, rae oHu GyayT B
KOHEYHOM utore?

Heobxogmmo 06HOBMATE ONepaLnoHHYH CUCTEMY TBOErO CMapTgOHa;
Mcnonb3yii aHTUBMPYCHbIE Nporpammbl Ans MOGUMbHbIX TeNedOoHOoB;

He sarpyxai npunoxeHns oT HEM3BECTHOIO UCTOYHUKA, BEb OHWU MOrYT COAepXaTb BPeAOHOCHOe
nporpaMMHoe obecneyeHue;

Mocne TOro kak Thl BblAelWb C CailTa, rae BBOAUI MMYHYIO MHAOPMaUUIo, 3ainan B HaCTPOMKU
Opaysepa u yganm cookies;

Mepuoanyeckn NpoBepsii, Kakue NiaTHble YCIyr akTMBUPOBaHbI HA TBOEM HOMEPE;

HaBaii cBoii HOMep MOGWMbHOrO TenedoHa TOMbKO JIOASM, KOTOPbIX Tbl 3HaEWb M KOMY
noBepsiellb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tl UM He nofnb3yelbes. He 3abbiBai nHorga npoBepsiThb
aTo.

Online urpbl

COBpeMeHHbIe OHJ'IaIZH-I/lebI - 3TO KpacCo4Hble, 3axBaTbiBaloLlne pa3BlievHeHuAd, obveanHsawLwme
COTHM ThbICAY 4YelnoBeK No BCeMy MUpY. MFpOKI/I ncenenywT OaHHbIN UM Mup, obatoTca Apyr ¢ Apyrom,
BbINONMTHAKT 3aaHund, cpaXarTCA C MOHCTpaMu U nony4yaroT OnbIT. 3a yAOBONbCTBMUE OHU NNATAT!
NoKynakwT AUCK, onyiadvynBaroT aboHeMeHT nnn np|/|06peTa+0T Kakune-T1o onuunun.

Bce aTv cpeactBa mayT Ha nogaepaHue M pasBUTUE UMPbl, a Takke Ha camy Ge3onacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpM3aLMK, BbIMYCKaOTCA HOBble MaTyu (UMJpPOBbLIE 3annaTkM Ans
nporpamMm), 3aKpbIBatoTCS YS3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CTouT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwun TBOEero
naponsa, Ha KOTOpoOM OCHOBaHa cuctemMa aBTopusauunm 6onblMHCTBa urp.

OcCHOBHbIe coBEeTbI N0 6€30MacHOCTM TBOErO MrpoOBOro akKkayHTa:

1. Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpusiTHOCTM, 3abroKMpyn ero B
CMUCKE UIPOKOB;

2. I'I0>Kany|7|c;| agMUHUCTpaTopaM Wrpbl Ha nMNJjioxoe noBegeHne 3TOro WUrpoka, XenateribHO



NPUNOXUTb Kakne-To Aoka3aTenbCTBa B BUAE CKPUHOB;
3. He ykasbiBan nn4yHyo MHGoOpMauuio B npodanse urpbl;
4. YBaxaw apyrux y4acTHUKOB MO Urpe;
5. He ycTaHaBnuBan HeodumumanbHble naTym U Moabl;
6. Mlcnonb3yi CnoXHble U pasHble Naposiv;

7. Daxe BO Bpemsi Urpbl He CTOUT OTKMOYaTb aHTUBMPYC. [oka Tbl Urpaellb, TBOW KOMMbIOTEP
MOTyT 3apasuTb.

PULINHT unun KpaXxa NMNYHbIX gaHHbIX

OObIYHOM Kpaxkel OeHer U OOKYMEHTOB CErodHsl YK€ HMKOro He yAMBULLb, HO C pasBUTUEM
WHTEPHET-TEXHONOMMIA 3MOYMbILLMEHHUKN NEPEMECTUNIUCL B WHTEPHET, W NPOAOIKalT 3aHMMaTbCs
"Mo6UMbIM" JEernoMm.

Tak nosBunacb HOBas yrposa: UHTEPHET-MOLUEHHMYECTBa UK OULLKHT, rMaBHas Lienb KOTOPOro
COCTOUT B MOMYYEeHUM KOH(MAeHUManbHbIX AaHHbIX MNofb3oBaTenen - MOrMHOB M naponen. Ha
aHrnunckom Aasbike phishing yntaetcs kak duwmHr (ot fishing - peibHas noens, password - naposns).

OcHoBHbIe coBeTbl N0 6opbbe ¢ PULLINHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nofospeBaellb, YTO TBOS aHKeTa Obina BanoMaHa, To
HeobxoanMo 3abroKMpPoBaTh ee U CoobLWNTL agMUHUCTpaTOpPaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. |/|CI'IOJ'Ib3yl71 ©e3onacHble Be6-canTbl, B TOM YnChe, WHTEPHET-MarasmHoB N NMONUCKOBbLIX CUCTEM;

3. Wcnonb3yn crioxHble W pasHble naponu. Takmm obpasom, ecnv Tebs B3fnomaroT, TO
3MOYMBbILLUNIEHHUKM NonyYaT JOCTYM TOMbKO K 0OHOMY TBOEMY Npodunio B CETU, a HE KO BCEM,;

4. Ecnu T1ebs B3nomanu, To HeobGXO4MMO npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Opy3bsiXx, O TOM, 4yTo Tebsa B3nmoManu W, BO3MOXHO, OT TBOEro UMeHu Oyaet
paccbinaTbCs Cham U CCbINKM Ha OULLIMHIOBLIE CalTbl;

5. YcTtaHoBu HagexHbI naporb (PIN) Ha MOOWnbHbIV TenedoH;
6. OTknouM coxpaHeHune napons B 6paysepe;

7. He oTkpbiBan chainbl U gpyrue BrOXEHUS B NUCbMax, Aaxe eCriv OHW NPULLNKW OT TBOUX APY3eNn.
Jlydwe yTouHn y HUX, OTNpaBnsany v oHu Tebe atn danneol.

LUndpoBas penyraums

Lincdpposas penytaumsa - 3TO HeraTMBHass WNU NO3UTMBHas uWHdopmauus B cetu o Tebe.
KomnpomeTupyowas uHdopmauusa, pasMelleHHas B WHTepHeTe, MOXeT cepbe3HbiM obpa3om
OTpasnTbCsl Ha TBOEW peanbHOM Xu3Hu. "LiucpoBas penytauma" - 370 TBOW WUMMUOX, KOTOPbINA
dopmupyeTcs M3 uHpopmauum o Tebe B UHTepHeTe.

TBOe MecTO XuUTenbcTBa, y4ebbl, TBOE (MHAHCOBOE MOfoXeHNe, OCODEHHOCTM XapakTtepa U
pacckasbl 0 GrIM3KMX - BCE 3TO HakannMBaeTCs B CETU.

MHorne nogpoCTKM NErKOMbICITIEHHO OTHOCATCS K Nyormkauum nnyHon nHgopmaumm B VIHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCNEACTBUMW. Thbl axe He CMOXellb AoragatbCs O TOM, 4To dhoTorpacus,
pasmelleHHas 5 neT Hasagd, cTana NpUYNHOWN OTKa3a NpUHATL Tebs Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux cotorpacdmin n gpyrme OencTtBuUs MOFyT HEe UCYE3HYTb Adaxe
nocrie Toro, Kak Tbl UX yaanuilb. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHopMaumio, nonana nu oHa B
NMOWUCKOBbIE CUCTEMbI U COXpaHMMacb N OHa, a rnaBHOe: YTO MoaymMaloT o Tebe okpyxatoline noau,
KOTOpble HanayT 1 yBUAAT 3T0. HanTu uHgopmaLmio MHOro neT cnycTa CMoxXeT nobon - kak n3 Aobpbix
noby>xaeHun, Tak U ¢ HaMepeHMeM NPUYMHUTL Bped. OTO MOXeT BbITb KTO YroaHO.

OCHOBHble COBETbI MO 3aLLmMTe LMdPOBON penyTauuu:



1. Noayman, npexae yemM 4To-TO NyGnMKoBaTh M NepenasaTb y cebs B 6Grore unu B coumanbHom
cetu;

2. B Hactponkax npoduna ycTaHOBW OrpaHMYEHUs Ha MpPOCMOTP TBOero npocuna u ero
COAEPXUMOro, caenan ero Tonbko "Anga apysen”;

3. He pasmeliann n He ykasbiBa WMHOpMauUMIO, KOTOpas MOXeT KOoro-nnbo ockopbnatb unu
obuxarb.

ABTOpCKOE npaBo

CoBpeMEHHbIe LLKONbHUKM - aKTMBHbIE NMOMb3oBaTenu uMdgpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO MOMb30BaHNE MHOTMMU BO3MOXHOCTSIMU LM poBOro Mupa TpebyeT cobnoaeHus npae
Ha VHTenneKkTyasnbHyto COGCTBEHHOCTb.

TepMuH "MHTEenNneKkTyanbHasi COGCTBEHHOCTb" OTHOCUTCA K PasriMyHbiM TBOPEHMSIM YErI0BEYECKOro
ymMa, HauMHas ¢ HOBbIX N306peTeHun 1 3HakoB, 0603HavaloLLMX COBCTBEHHOCTb Ha NPOAYKThI U yCryrn,
3aKaH4YuBasi KHMramu, potorpausiMmn, KUHOUNbEMaMU N My3blKanbHbIMU NPOU3BEAEHNAMMN.

ABTOpCKMEe NpaBa - 9TO MpaBa Ha WMHTENNeKTyanbHYyl0 COGCTBEHHOCTb Ha NPOU3BEOEHUs HayKu,
nuTepaTypbl M UCKyccTBa. ABTOpPCKME MpaBa BbICTYMAlOT B Ka4yecTBe rapaHTuM TOro, YTO
WHTENNeKTyanbHbIA/TBOPYECKUiA Tpyd aBTopa He OydeT HampacHbiM, AacT emy CcrpaBefnBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyda, MosfyuyuTb M3BECTHOCTb M NpuaHaHue. HukTo
6e3 paspelleHns aBTopa He MOXET BOCMPOM3BOAUTL €ro Mpov3BedeHue, PacnpocTpaHATb, NyGINYHO
JeMOHCTpUpoBaTb, MpodaBaTb, WMMOPTWPOBAaTb, MyckaTb B NpokaT, MyGnuYHO  WCMOMHATb,
NoKa3sbIBaTb/MCMOMNHATL B 3dmpe Unm pasMellaTtb B MIHTepHeTe.

Mcnonb3oBaHue "nupartckoro" NporpaMMHOro oGecneyeHns MoXXeT NPUBECTU K MHOTUM pUckam: OT
noTepu AaHHbIX K TBOMM akkayHTaMm [0 GrOKMPOBKM TBOErO YCTPOMCTBA, IAe YCTaHOBMeHa HeneranbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CYLUECTBYIOT JeranbHble U GecnnaTHblie Mporpammbl,
KOTOPbIE MOXXHO HalTh B CETW.

O nopTtane

CeTeBWYOK.pe - TBOW rMaBHbI COBETYUK B CETU. 3AECH Thl MOXeELUb Y3HaTb 0 6€30MacHOCTM B CETU
MOHATHBLIM U JOCTYMHBLIM SA3bIKOM, @ NPV BO3HUKHOBEHWUM KPUTUYECKON CUTYaLMN 0GpaTUTLCS 32 COBETOM.
A Takxke NPUHATb y4acTue B KOHKypcax U CcTaTb caMbiM LMdPOBLIM rpaaaHUHOM!



